DI1.3200.NT40.AG-1

Defense Information Infrastructure (DI1)

Common Operating Environment (COE)

Verson 3.2.0.0

System Administrator’s Guide

(Windows NT 4.0)

June 13, 1997

Prepared for:

Defense Information Systems Agency

Prepared by:

Inter-National Research Institute (INRI)
12200 Sunrise Valley Drive, Suite 300
Reston, Virginia 20191






DI1.3200.NT40.AG-1

Table of Contents

PrE At . . 1
1 INtrOdUCTION . . . . 3
11 TheDII COEKernel . ... ... e e 3
12 Referenced DOCUMENES . . . . ... oot 4
2. SYyStEM ENVIrONMENt . . . ..o e 5
21 Hardware Components . . ... ..ot 5
2.2 Operating System Component . . ... ottt 5
2.3 DIl COE Kernel Components . . ... oo v vt e e e i e e 6
3. Operating GUIdEIINES . . . . ..ot e 7
31 Power DOWN . . ... 7
3.2 PowWeEr Up ..o 7
4, System Instalation OVEIVIEW . .. ... ot 9
4.1 Installing the Windows NT Operating System .. ... ..., 9
4.2 Installing the DIl COE WindowsNT Kernel . ............ ... ... ... ...... 9
4.3 Installing the DIl COE Windows NT Developer'sToolkit .. ................ 9
4.4 Installing Segments . . .. ... o 9
5. System Administration Utilities . ... 11
5.1 Printing Capabilities . ........ ... .. . . 11
511 Connecting to aNetwork Printer . ............ i 12
5.1.2 Installing a Printer ontheLocal Machine ........... ... ... ... ... ..... 14
5.1.3 Removing aConnectionto aPrinter ............. ... ... ... 15
514 Modifying Printer Parameters .. ... 16
5.1.5 CancelingaDocument Print Job . ... ... 17
5.2 Hardware Capabilities . . ... ... .o 17
521 Shutting Downthe Computer . ... e 18
5.2.2 Restartingthe Computer . .. ... .o 18
5.2.3 Using the Windows NT Explorer . ... .. 18
5231 Copyingor MovingFiles. . ......... .. i 19
5.2.3.2 Deeting Files . ......... 20
5233 Formatting Floppy Diskettes . ... ... ... i 21
5234 Displaying Hard Disk Availability ............. ... ... ... ... .... 22
5.2.35 Connectingto aNetwork Drive .. ....... ... .. ... 23
5.2.3.6 Sharing File Directories . . .. ...t 24
5.3 Segment Installation Capability . ......... ... . 25
5.3.1 Installing Segments . . .. ... o 26
5.3.2 Uninstalling Segments . ... ... 34
5.4 Network Capabilities . ........... 35
54.1 Changingthe Computer Name . ...t 35
June 13, 1997 i



DI1.3200.NT40.AG-1

5.4.2 ChangingtheDateand Time. ... ... .ot 36
5.4.3 Editing HOSES . . ..o o 36
55 Account Management Capahilities . ............ ... ... 37
55.1 User Management Capabilities . ............ ... . 37
5511 CreatingaNew User ... ... e 38
55.1.2 RenamingalUser . ... ... 39
5513 DeletingalUser ... ... e 39
5514 ChangingUser Properties . ...t 40
5.5.2 Policy Management Capabilities .. .......... ... 40
55.21 Setting PoliCIeS . ... ..o 41
5.5.2.2 GrantingUser Rights . .......... 42
55.23 Auditing System Events . ...... ... 43
List of Figures

Figure 1. Add Printer Wizard Printer ConnectionWindow ... ..................... 12
Figure 2. Connect to Printer WIindow . ... ... oot 13
Figure 3. Add Printer Wizard Printer InstallationWindow .. ...................... 14
Figure 4. Remove Printer ConnectionWindow . .......... ... ..., 15
Figure 5. Printer PropertiesWindow . . ... 16
Figure 6. Cancel Print ObWindow . . ... ... 17
Figure 7. Shut Down WindowsDialog BOX . ... ... oo 18
Figure 8. Copy FIeSWINOW . . ... 19
Figure 9. Paste FlesWINdow . ... 19
Figure 10. Delete FlesWINdow . ... e 20
Figure 11. Format Floppy Diskette Window . .............. ... 21
Figure 12. PropertiesSWindow . . .. ... 22
Figure 13. Map Network Drive Window . . ... e 23
Figure 14. Share File DirectoriesSWIindow . ...t 24
Figure 15. COEInstaller WINdOW . . . ..ot e 25
Figure 16. Drive Select Window (SourceDrive) ..., 26
Figure 17. Available SegmentsWindow ........... . .. 27
Figure 18. RequireSWINdow . . ... .o 27
Figure 109. ConflictSWINAOW . . . ... o e 28
Figure 20. Release NOteSWINAOW . . . . ... oo e 29
Figure 21. Drive Select Window (Target Drive) ..., 30
Figure 22. Sample Program Group Window . ... 31
Figure 23. Disk Space Override WIndow . . ... ... e 32
Figure 24. Installation LogWindow .. ... .. 33
Figure 25. Identification ChangesWindow . ........... ... . ... 35
Figure 26. Date/Time PropertiesSWindow . ............c. . 36
Figure 27. New User WINAOW . . ... e 38
Figure 28. Rename WINdow .. ... 39
\

il June 13, 1997



DI1.3200.NT40.AG-1

Figure 29. DeleteUser WINdOW . . ... oo e 39
Figure 30. User PropertieSWIindow . . . ... .o 40
Figure 31. Account Policy WINdOW . . . ... .o 41
Figure 32. User RightsPolicy Window .. ... e 42
Figure 33. Audit Policy WINdow . . ... ..o 43
June 13, 1997 i



DI1.3200.NT40.AG-1

This page intentionally left blank.

June 13, 1997



DI1.3200.NT40.AG-1

Preface

The following conventions have been used in this document:

[HELVETICA FONT] Used to indicate keys to be pressed. For example, press
[RETURN].

Courier Font Used to indicate entries to be typed at the keyboard, operating
system commands, titles of windows and dialog boxes, file and
directory names, and screen text. For example, choose the
Rest art option.

Italics Used for emphasis.
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1. Introduction

This document provides information and guidance needed for proper system administration of the
Defense Information Infrastructure (DI1) Common Operating Environment (COE)

Version 3.2.0.0 for the Windows NT Version 4.0 Operating System. This document describes the
setup and maintenance of the DIl COE for the Windows NT environment and specifically
addresses the core components of the DIl COE application.

This document is divided into the following sections:

Section Page

Introduction 3
Provides a high-level overview of the DIl COE software environment and provides alist of
additional sources of information.

System Environment 5
Lists hardware, operating system, and DIl COE Kernel components.

Operating Guidelines 7
Explains startup and shutdown of the software and the hardware.

System Installation Overview 9
Providesinstructions for installing the Windows NT 4.0 Operating System, the DIl COE Kernel,
the Developer’ s Toolkit, and segments.

System Administration Utilities 11
Describes DI COE maintenance and management functions available to a system administrator.

1.1 TheDIl COE Kernd

The commercial software of the Windows NT Operating System forms the foundation of the
DIl COE Kernel for Windows NT.

June 13, 1997 3
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1.2 Referenced Documents
The following documents are referenced in this guide:

C DIl COE I&RTS:Rev 3.0, Defense Information Infrastructure (DI1) Common Operating
Environment (COE) Integration and Runtime Specification Version 3.0, January 1997

C DIl1.3200.NT40.Kernel.IG-1, Defense Information Infrastructure (DI1) Common
Operating Environment (COE) Version 3.2.0.0 Kernel Installation Guide
(Windows NT 4.0), June 13, 1997

C DIl1.3200.NT40.PG-1, Defense Information Infrastructure (D11) Common Operating
Environment (COE) Version 3.2.0.0 Developer’s Toolkit Installation Guide
(Windows NT 4.0), June 13, 1997

C Microsoft Windows NT Workstation System Guide, Microsoft Corporation, 1994.
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2. System Environment

This section describes DIl COE hardware components, Windows NT 4.0 Operating System
components, and DIl COE Kernel components for the Windows NT 4.0 Operating System.

2.1 Hardware Components

The following hardware components are required. The software may reside on a single hard disk
or across multiple hard disks.

C Personal computer. An 80486 personal computer or higher.

C Memory. At least 16 megabytes (MB) of random access memory (RAM) (12 MB
minimum is required for Windows NT).

C Sourcedevices. A CD-ROM drive to load the operating system; a 3.5-inch high density
floppy drive to load the software.

C Disk spacefor the operating system, runtime and temporary files, swap space, and
tools. Recommend 200 MB free hard disk space distributed approximately as follows.

—Windows NT 4.0 Operating System—125 MB

—DII COE runtime files—1.5 MB

—Swap space and temporary files—40 MB (recommended)
—DIl COE Tools—2.5 MB (developers only).

C Disk spacefor segmentsand data. Recommend 500 MB free hard disk space for
segments and data.

2.2 Operating System Component
The following Windows NT Operating System component is required:

C Windows NT 4.0 Operating System CD-ROM.
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2.3 DIl COE Kerne Components

The DIl COE Kernel (Windows NT 4.0) mediaisrequired. The DIl COE Kernel is a suite of
applications layered on top of the Windows NT 4.0 Operating System. The DIl COE Kernel
media contains software relating to the following areas:

C Operating System

C System Administration software.

6 June 13, 1997
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3. Operating Guidelines

This section provides operating guidelines for powering up and powering down the system.

3.1 Power Down

Follow the steps below to power down the computer.

STEP 1

STEP 2:

STEP 3:

STEP 4:

STEPS:

Log out. Log out if you are currently logged in to the system. To do this, press
[CTRL+ALT+DEL], which opensthe W ndows NT Securi t y window. Click onthe
Logof ... buttonto openthe Logoff W ndows NTwindow. Click onthe ok
button.

Open theLogon | nf or mati ondialog box. Press[CTRL+ALT+DEL] to open the
Logon I nf or mati ondialog box when log out is complete.

Select the shut down option. Select the Shut down option from the Logon
I nf or mat i on dialog box. The Shut down Corput er dialog box appears.

Shutdown the machine. Select the Shut down option from the Shut down
Conput er dialog box. The computer saves the data and shuts down. The
Shut down Conput er dialog box appears with an option to restart the computer.

Turn off the computer. Power-off the computer, or select the Rest ar t
Conput er option to reboot the computer.

3.2 Power Up

Follow the steps below to power up the computer.

STEP 1:

STEP 2:

STEP 3:

STEP 4:

Turn on the peripherals. Turn on the peripherals, including the monitor.
Turn on the computer.

Press[CTRL+ALT+DEL]. Press [CTRL+ALT+DEL] when the Begi n Logon dialog
box appears.

Log in. Type your user name and password inthe Logon | nf or mati ondiaog
box, and then press [RETURN] or click on the oK button.
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4. System Installation Overview
A workstation may be prepared for use by sequentially installing the following components:
C  Windows NT Operating System
C DIl COE Windows NT Kernel
C DIl COE Windows NT developer'stoolkit (optional)
C Application segments (as desired).
4.1 Installingthe Windows NT Operating System
Refer to the DIl COE Kernél Installation Guide (Windows NT 4.0) for genera information about

installing the Windows NT Operating System. For more in-depth information, refer to a Microsoft
Windows NT user's manual.

4.2 Ingtalling the DIl COE Windows NT Kernel

Refer to the DIl COE Kernel Installation Guide (Windows NT 4.0) for information about
installing the DI1 COE Windows NT Kernel.

4.3 Ingtalling the DI1 COE Windows NT Developer's Toolkit

Refer to the DIl COE Developer’s Toolkit Installation Guide (Windows NT 4.0) for information
about installing the DIl COE Windows NT developer's toolkit.

4.4 |Installing Segments

Refer to Section 5.3, Segment Installation Capability, for information about using the
COElIngtaller tool to install segments.

June 13, 1997 9
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5. System Administration Utilities

Many system administration functions are built in to the Windows NT Operating System. This
section describes how to access some of these system administration functions. It is beyond the
scope of this document to describe all of the Windows NT system administration functions;
instead, this section provides a brief description of relevant utilities. For more in-depth
information, refer to a Microsoft Windows NT user’s manual.

Windows NT system administration functions include the following capabilities. These capabilities
are described in the following sections.

System Administration Capabilities Page

Printing Capabilities 11
Describes how to connect to, add, and remove printers; modify printer parameters; and cancel
the printing of documents.

Hardware Capabilities 17
Describes how to shut down or restart the system; copy or move files; delete files; format floppy
diskettes; display hard disk availahility; connect to network drives; and share file directories to

the network.

Segment I nstallation Capability 25
Describes how to install properly formatted DIl COE segments.

Network Capabilities 35
Describes how to change the computer name, change the system date and time, and edit host

information.

Account M anagement Capabilities 37

Describes how to create, rename, or delete users; change passwords, password properties, user
names, group memberships, and dial-in settings; change account policies; grant user rightsto
system functions; and control the logging of system events.

5.1 Printing Capabilities

Windows NT printing capabilities include connecting to a printer, creating a printer, removing a
printer, modifying printer parameters, and canceling a document print job. To access printing
capabilities, click onthe st art button on the taskbar, which is located on the bottom of your
screen. |If the taskbar is hidden, use your mouse to point to the bottom of your screen to display
the taskbar. After clicking on the St art button, point to Set t i ngs, and then click onPri nters.
The Pri nt er s window appears. Currently installed printers appear asiconsinsdethePrinters
window. The Add Pri nter icon also appearsinsde the Pri nt er s window. These capabilities are
described in the following subsections.

June 13, 1997 11
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5.1.1 Connecting to a Network Printer

To connect to any printer on the network that has been configured as a shared network printer,
double-click onthe Add Pri nter iconinthepPrint ers window. The Add Printer W zard
“Printer Connection” window appears (Figure 1). To connect a shared network printer, click on
the Net wor k printer server toggle and click onthe Next button. The Connect to Printer
window appears (Figure 2). From this window, click on the appropriate printer to select it. The
printer name then appearsin the pri nt er field. Click on the ok button. The following prompt
appearsinthe Add Printer W zardwindow:

Do you want your W ndows-based programs to use this
printer as the default printer?

Click on the Yes or No toggle, then click on the Next button. The following message appearsin
the Add Printer W zardwindow:

The network printer has been successfully installed.

Click on the Fi ni sh button. Anicon for the newly-selected printer now appearsinthePrinters
window.

Add Printer Wizard

Thiz wizard helps you install your printer or make printer
connections, Thig printer will be managed by

& My Computer

Al zettings will be managed and configured on this
cormputer,

& Metwork printer server

Connect to a printer on anather machine. Al settings for
thiz printer are managed by a print zerver that haz been et
up by an adrinizstrator,

¢ Back Mest » Cancel

Figure 1. Add Printer Wizard Printer Connection Window
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Connect to Printer
(]
Frinter; I
Cancel
Shared Printers: W Expand by Default Help

2= Microzoft Windows Mebwarl,
ol RESTOM-DEW

1] | ]

— Printer Infarmation

Description:
Status: Documents ‘W aiting:

Figure 2. Connect to Printer Window
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5.1.2 Installing a Printer on the Local Machine

To add a printer and share it across the network, double-click on the Add Pri nt er iconinthe
Printers window. The Add Printer W zard"“Printer Connection” window appears (Figure 1).
To install a printer on the local machine, select the vy Conput er option and click on the Next
button. The Add Printer W zard promptsyou for information about the printer being installed.
First, the Add Printer W zardasksyou to select the ports you want to use (Figure 3). Click on
the Next button after selecting one or more ports. Second, the Add Pri nter W zar d window
asks you to select the manufacturer and model of your printer in the Manuf act ur er s panel and
Print er s panel scroll lists. Click on the Next button after selecting the manufacturer and model.
Third, the Add Printer W zardasksif your windows-based programs should use the selected
printer as the default printer. Select Yes or No and click on the Next button. Fourth, the Add
Printer W zard asksif the printer will be shared with other network users. If you choose the
Shar ed toggle, select the operating systems of all computers that will print to this printer. Click
on the Next button when you are finished. Finally, the Add Printer W zardasksif you want to
print atest page to confirm that the printer is set up properly. Select the Yes or No toggle and
click on the Fi ni sh button. When the printer has been successfully created, an icon for the printer
appearsinthePri nt er s window.

Add Printer Wizard

Click the check box nest to the port[z] wou want to uze,
Documentz will prink ta the first available checked port.

Available ports:

Fuort | D escriphion | Fririker | -

(] { o[ YT

[ 1LPTT: Local Part HP Lasenet ...

[ILPTZ: Local Port

[]LPTZ: Local Part

(] COM1: Local Port —

[ COmM2 Local Port

] COM3: Local Port =]
ddd Paort... Configure Port... |

[~ Enable printer poaling

< Back Mest » Cancel |

Figure 3. Add Printer Wizard Printer Installation Window
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5.1.3 Removing a Connection to a Printer

To remove a connection to a printer, highlight the appropriate printer iconinthePrinters
window to select it. Select Del et e fromtheFi | e pull-down menu (Figure 4). Click on the Yes
button when prompted to confirm removal.

B3 Printers [_ (O] =]
AW Edit Wiew Help

Open

Pauze Frinting

Set bz Default

Document Defaults. ..

Sharing...

Purge Frint Documents

Server Properties

Create Shortcut

Rename
Properties

Cloze

Deletes the selected items. =

Figure 4. Remove Printer Connection Window
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5.1.4 Modifying Printer Parameters

To modify the parameters that were entered when a printer was created, select the printer by
clicking onitsiconinthePri nt er s window. Then select the Pr operti es option fromtheFi | e
pull-down menu. The “Printer Properties’ window appears (Figure 5). Click on any of the
appropriate tabs to modify the printer location, the printer driver, the port selection, the port
configuration, print scheduling, sharing properties, security settings, the status of print jobs, print
capabilities, diagnostics information, and device settings. Click on the oK button to save the
information and exit the window.

tf HFP Lazerlet 551 MX Properties EE

General | Fuorts | Schedulingl Sharingl Seu:urit_l,ll Device Settingsl

r“:'-? HF Lazerlet B5i ki
A

Comment; ||

Location: I

Driver: | HP Laser)et 55i M *]  MewDriver.. |

Separator Page. .. | Frint Proceszor. .. | Frint T ezt Page |

(] I Cancel

Figure 5. Printer Properties Window
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5.1.5 Canceling a Document Print Job

To cancel the printing of a document, select the printer where the document is queued by

double-clicking onitsiconinthePri nt ers window. The[ Pri nt er Name] window appears.

Click on the print job that you want to remove to highlight it. Select the Cancel option from the
Docunent pull-down menu (Figure 6).

&% HP LaserJet 55i MX M= E3
Printer =iyl YYiew Help

Fauze | Status | Olvarer | Pages | Size | Submitted

Resume Frinting hancy 1 TP0 butes/773 b, Z07:33PM 1/22/97

1]

Regtart
|_::-E|r'||::E=|

Properties

Cancels the selected documents.

| 4l

5.2

Figure 6. Cancel Print Job Window

Hardware Capabilities

Windows NT hardware capabilities include shutting down the system, restarting the system, and

using the Windows NT Explorer to view and manage files and to make network connections.

These capabilities are described in the following subsections.

June 13, 1997
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5.2.1 Shutting Down the Computer
To shut down the computer safely, select the shut  Down option fromthe St art button on the

taskbar. The shut Down W ndows dialog box appears (Figure 7). Click on the Shut down t he
conput er ? toggle and click on the Yes button to safely shut down the computer.

Shut Down Windows Ed

@ Are pou sure you want bo;

& Shut down the computer®

™ Restart the computer?

¢ Cloge all programs and log on as a different user?

ez Mo Help

Figure 7. Shut Down Windows Dialog Box
5.2.2 Restarting the Computer
To shut down and restart the computer safely, select the Shut Down option from the St ar t
button on the taskbar. The shut Down W ndows dialog box appears (Figure 7). Click on the
Restart the conputer ?toggle and click on the Yes button to safely shut down and restart the
computer.
5.2.3 Using the Windows NT Explorer
The Windows NT Explorer provides away to view and manage files and folders and to make
network connections. The Windows NT Explorer replaces the Program Manager and File
Manager, which provided these capahilities in previous versions of Windows NT. To access the
Windows NT Explorer, click onthe St art button on the taskbar, point to Pr ogr ans, and then
click onthe W ndows NT Expl orer icon. The Expl ori ng window appears.

The Windows NT Explorer utility alows you to perform the following system management
functions:

C Copy or move files
C Deletefiles

C Format floppy diskettes

18 June 13, 1997
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C Display hard disk space availahility
C Connect to network drives
C Sharefiledirectories on the network.

5231 Copying or Moving Files

Folders and files can be moved or copied from the Expl or i ng window using one of two methods:
(1) using the pull-down menu or (2) using the drag and drop method. To use the pull-down menu,

click on the folder or file that you want to copy in order to select it, and then select the Copy
option from the Edi t pull-down menu (Figure 8). Open the destination folder and select Past e

from the Edi t pull-down menu (Figure 9).

51 Exploring - 3% Floppy [A:)
Fil= §=IW “View Tool: Help

[ E3

AllFe  Undo Rename | Contents of 3% Floppy [&:]'

Cut Chrl+
Copy Ctrl+C I
Eagte [ty
Fagte Shorteut

Select All Chrl+y

Irvert Selection
: I-;'G-"" T [T ] LI
Copies the zelected items to the Clipboard. Usze Pazte to put them in the new location.

Figure 8. Copy Files Window

51 E xploring - Folderl
Fil= §=IW “View Tool: Help

[ E3

AllFe Hada [Etrl+z | Contents of 'Folder?’

O Silks
4 [Eopy [Strl(E

Pazte Shortcut

LT Select Al Ctrl+é
b Irvert Selection

[

Inzerts the items pou have copied o cut into the zelected location.

Figure 9. Paste Files Window
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To use the drag and drop method to move files or folders on the same disk, position the mouse
pointer over the folder or file you want to move, hold down the left mouse button, drag the image
over the top of the folder in the destination window where the folder or file should be moved, and
release the mouse button. To copy the folder or file instead of moving it, hold down the [CTRL]
key while performing the operation.

NOTE: Foldersand files are copied by default when they are transferred between disks. To
move the folders and files instead of copying them, hold down the [SHIFT] key while
performing the operation.

5.2.3.2 Deleting Files

To delete afile or folder, select the file or folder in the Expl or i ng window by clicking on it once.
Select the Del et e option from the Fi | e pull-down menu (Figure 10). The Confi rm

[Fil el Fol der] Del et e window appears. Click on the Yes button to confirm deletion of the file
or folder.

WARNING: Selecting Del et e for afolder deletes al files and all folders within that folder.

51 E xploring - Folderl M=l E
A=Y Edit “iew Tool: Help

Open | Contents of 'Folder?'

New —

Print

Quick Yiew A

Send To 3

e 3

Create Shorkout Disk. [F:]

Delete 1

Rename illa' ]
Praperties el —
LCloze
[ orhood =]
Deletez the zelected items. A

Figure 10. Delete Files Window
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5233 Formatting Floppy Diskettes

To format afloppy diskette, insert the diskette into drive A or B. Select the correct disk drive to be
formatted by clicking on the appropriate drive symbol from the symbols located in the Expl ori ng
window. Press the right mouse button to display a shortcut menu for the disk to be formatted.
Select For mat from this menu. The “Format Floppy Diskette” window appears (Figure 11). Make
sure the correct drive appears in the titlebar of this window. Select the appropriate capacity, file
system, allocation unit size, and volume label. Click on the st ar t button to format the floppy
diskette.

Format A\ EHE
Capacity:
| 35", 1.44MB, 512 bytes/sector =l
Eilz Spztem
[FaT =]
Allozation Lnit Size
IDefauIt allacation size j
Walume Label

— Format Options

[T Quick Format
™| Enatile Compressiot

Cloze |

Figure 11. Format Floppy Diskette Window
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5234 Displaying Hard Disk Availability

To check hard disk availability, select the hard disk by clicking on the appropriate drive symbol
from the symbols located in the Windows NT Explorer. Then click on the right mouse button and
select the Proper t i es option to open the Properties window (Figure 12). The disk’ s total
capacity is shown in the capaci t y field, the total amount of disk space used is shown in the Used
space field, and the total amount of free disk space is shown inthe Free space field.

[C:] Properties EH |

General ITl:n:uIs | QuickFinder | Sharing |

g Label: ||

Type:  Local Dizk

W Used zpace: 28,825 856 bytes E95hE
B Free space: 893,517,824 bytes BE2ME

Capacity: 1,622,343 680 bytes 1.51GE

Crrive

(1] 4 Cancel oy

Figure 12. Properties Window
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5235 Connecting to a Network Drive

To connect to a network drive, select themap Net wor k Dri ve option from theTool s pull-down
menu in the Expl ori ng window. The Map Networ k Dri ve window appears (Figure 13). A list of

network computers appears in the Shared Direct ori es panel of the Map Network Drive

window after a short delay. Double-click on the desired network computer to list the available file

systems. The local drive specifier can be changed from the default (next available) drive by
clicking on the togglein the Dr i ve field and selecting a new drive specifier. Click on the desired

file system to select it and then click on the ok button to connect to that drive.

The newly connected drive can then be accessed by its appropriate drive specifier.

— -

Path: I j Cancel |

Ennnect.ﬁ.s:l Help |
W Beconnect at Lagon

Shared Directories: ¥ Expand by Default

Figure 13. Map Network Drive Window

June 13, 1997
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5.2.3.6 Sharing File Directories

To give other users on the network accessto afolder or adrive, click on that folder or drivein
the Expl ori ng window to select it. Click on Properti es ontheFil e menu. TheProperti es
window for the folder appears. Click on the Shar i ng tab, and then click on the Shar ed As option
(Figure 14). A comment may be added about the shared folder in the Corment field. If you want
to limit the number of users, you can set the limit inthe User Li mi t panel. Accessto the shared
folder may be controlled by using the Per i ssi ons button in the Pr oper t i es window. Click on
the oK button in the Pr oper t i es window to accept the settings and to share the drive.

[E:] Properties
Generall Toolz  Sharng | Securit_l,ll
™ Mot Shared
% Ghared s
Share MNarne: |E$ j
LCormment: IDefauIt share
[lzer Limnit;
& Maximum Allowed Hew Share... |
Al I 3: Users
Permisgions. . |
0k Cancel Sl

Figure 14. Share File Directories Window
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5.3 Segment Ingtallation Capability

The DIl Installer provides the DIl COE segment installation capability. Double-clicking on the
DI I Installer iconopensthe COEl nst al | er window (Figure 15), which allows segment

installation and deinstallation. The DI | | nst al | er icon can be run from the System

Administration Account Group. To access the DIl Installer, click on the st ar t button, point to

Pr ogr ams, point to the Syst em Adni ni strati ongroup, and double-click on the D |

I nstal | er icon. The COEI nst al | er window appears. A toolbar with corresponding menu
options appears under the COEI nst al | er window drag bar. Within the main COEl nst al | er

window are two separate windows, the I nst al | ed segments-target is X\ window and the

Avai | abl e segnments-source is X:\window, where X isthe name of the selected drive.

# = CIEInsiallar - Availahile tagments - eoamcs je ah
B Svaleols neomenis [ndinled Sty diew Hab

EiS|= (6 u w8 5 2]

L= natalled sagments - (ngel ja oY

wl | Nawe [Twe [ SegreviTye [ Vein [ Classiicaiion |
& -m[ Component Parent Segment Sl 3200 h] 900 KB
'w:m M1 Segmenl ooTs 1200 u 125000 KB
C iig.wr::.ﬁninrjsualmn Segment BCCT 200 n] 100 KB

L= Avaalabla sogmente - zourco i ac\

=g | Mame | Tipe | Sagreea Tpe | Vession | Cizestication | ,s_g-;_Lf
s amples e P Segmenl PTCH 1100.0F1 I SE KB
w5 anpls Salivae Sagment Seameanl Shel 1000 u il ]
_-Ea—ﬂn-.".lda Sogmary Segm,. Segment DaTa faom H] 23KE
_u"-':ic'vdzﬂdu-'_u:d‘:iﬂ':erl. Segmenl Dals JRILH u Z3KH
5 ample Data Global Segrent Secment DATA 1000 I 23KB
-qu.ir-:ﬂ"E Segment Segmenl cars 100 u Z3KH =
5 anle Accomnt Group Sea . Segmenl ALCT oo 1] TZKE =]
Aeady [T ——

Figure 15. COElnstaller Window
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531 Ingtalling Segments

Follow the steps below to install one or more properly formatted DIl COE segments. Refer to the
DIl COE Integration and Runtime Specification for more information about formatting segments.

STEP 1

STEP 2:

STEP 3:

Open the ccEl nst al | er window. Click on the st art button, point to Pr ogr ans,
point to the Syst em Admi ni st r at i ongroup, and double-click on the
DIl Installer icon. TheCOEl nstal | er window appears (Figure 15).

Load a diskette containing one or more segments. Load a diskette containing
one or more segments into the floppy drive.

Select the installation source drive. Click on the Sour ce button ——‘ inthe
CCEl nst al | er window toolbar or select the Sel ect Source dri ve option from
the Fi | e pull-down menu to select the installation source drive. The Dri ve

Sel ect window appears (Figure 16). The device selection defaults to a drive on
the local machine. Use the arrow toggle to choose the drive in which you loaded
the segment diskette and click on the ok button.

Drive Select X |

Select Source drive:

£ |

ok, | LCancel

Figure 16. Drive Select Window (Source Drive)
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|

STEP4: Read the contents of the source drive. Click ontheRead TOC button == or
select the Read Tabl e of Cont ent s option fromtheFi | e pull-down menu to
read the contents of the diskette in the source drive. The mediawill be scanned for
the segments or patch segmentsit contains, and then these segments will appear in
the Avai | abl e segment swindow (Figure 17) of the COEI nst al | er window.

"% Avaltable segments - soures 13 a\

ul | Harne [ Tupe [SegmentTipe [ Versin | Classheation|  Sge[=~
IHS-}":II:-?-.JF" Segrant PTCH LR o u 45 KB
vl.‘iaﬂ:\lz Eolhvme Segment Segrent S 1000 5] EOER
In“.id—pi'.- Dats-begment Segin.,  Segrmen! Dalo Tnn [A] Z3ER
A5 amps Dot Locsl Segment Sagreen DaTA 1000 u 23KB
S ampie Data Gkt Segmert  Segren DATA tnn u 23EB
1 5 a=pie COTS Segmen Segmen COTS 1o.oo u 23K8 =
|-5a-plr Becount Group Seg Sagment ALCT 1000 1] T2EB _.:J

Figure 17. Available Segments Window

STEP5: Digplay installation requirements. Click on the box to the left of a segment you
want to install int me field of the Avai | abl e segnent s window. Click on the
Requi r es button or select the Requi r es option fromthe Avai | abl e
Segnent s pull-down menu to display installation requirements for that particular
segment. The Requi r es window appears (Figure 18), which lists any segments or
patch segments that must be installed before installing the selected segment. After
reading the information displayed, click on the Cl ose button to return to the
CCEl nst al | er window (Figure 15). Repeat this process for any other segments
you wish to install.

Requies ____________H|
m =

# Requined segrents for Samplel atalocal segrant
H=

|COE Comporent Parent: COE-M/C0E1.00.2
Sample Software Segrment S5W: h/SampleS'w1.0,0.0

Elm:el

Figure 18. Requires Window
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NOTE: You can only display the installation requirements for one segment at atime. If you
click on more than one box to the left of the listed segment names, the Requi r es window will

not appear.
STEP6: Digplay installation conflicts. Click on the box to the left of a segment you want
to ingall inthe NamatF of the Avai | abl e segment s window. Click on the
Confli cts button or select the Conf I i ct s option from the Avai | abl e
Segnent s pull-down menu to display installation conflicts for that particular
segment. The Conf I i ct s window appears (Figure 19), which lists any segments or
patch segments that conflict with the selected segment. After reading the
information displayed, click on the Cl ose button to return to the COEl nst al | er
window (Figure 15). Repeat this process for any other segments you wish to
install.
Conllicts x|

' =

# Specity zegmeantz that conflict with the SampleDataloca

gwm

| Dummy Conflict Segment DCS h/DCS

| o

LCloz=

Figure 19. Conflicts Window

NOTE: You can only display conflicts for one segment at atime. If you click on more than
one box to the left of the listed segment names, the Conf i ct s window will not appear.
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STEP7: Display release notes. Click on the box to the left of a segment you want to install
in the Nane field of the Aﬂ abl e segment s window (Figure 17). Click on the
Rel ease Not es button or select the Rel ease Not es option from the
Avai | abl e Segnment s pull-down menu to display release notes for the selected
segment. The Rel ease Not es window appears (Figure 20). After reading the
information in the window, click on the c ose button to return to the
CCEl nst al | er window (Figure 15). Repeat this process for any other segments
you wish to install.

T
=

|Flalaawﬂulaa for SampleDatal ocal Segmeni

Thiz Sample Data ssgment is an example of
Fow o &dd data that i limited in scope

to & irschividual vaorkstation. The skt

to load data az a separate segment iz
wzefid when there is clazsified data,
ophonal data, or data thet may not be:
reb=azable to all communties.

LCloz= I

Figure 20. Release Notes Window

NOTE: You can only display the release notes for one segment at atime. If you click on more
than one box to the left of the listed segment names, the Rel ease Not es window will not

appear.
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STEP 8:

STEP 9:

Select the target device. Click onthe Tar get button === or select the Sel ect
Target drive optionfromtheFi I e pull-down menu to select the target device.
TheDrive Sel ect window appears (Figure 21). Only non-removable drives are
available for installation. Use the arrow toggle to select the desired drive and click
on the oK button.

DiveSeleat |

Select Target drive:

C:A ]|

oK I Cancel

Figure 21. Drive Select Window (Target Drive)

Install the selected segments. Make sure that the boxes to the left of the
segments you want to install are selected in the Nane !of the Avai | abl e
segnment s panel. Click onthegreeni nst al | button or select thel nst al |
option from the Fi | e pull-down menu to begin the installation process for the
segments.

30
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Once the segments are installed, awindow appears indicating the program group
in which the segments have been placed. Figure 22 shows a sample program group
window. The newly installed segments also appear inthel nstal | ed segnents
window of the CCEl nst al | er window (Figure 15). Once installed, segments
appear with an X next to their namesin the Avai | abl e segment s window of the
CCEl nst al | er window.

I Sample Account Group Segment =100] x|
File Edt View Help

|j9ampl:ﬁccmntﬁrmp'§egmcj %l’i‘_{i xi%]&l _‘“j }<||

||=!'| Sample Account Group lcon
] Sammple Software lcon

2 chiecifs) [1.15kB

Figure 22. Sample Program Group Window

NOTE: If you did not add the required segments or remove the conflicting segments displayed
in STEPS 5 and 6, the following message appears.

Pl ease see Installation Log. Unable to Install segnent <segment name>

Click on the oK button. Click onthel nstal | ati on Log button or select thel nstal | ati on
Log option from the Fi | e pull-down menu to display an explanation for the installation failure.
Add required segments or remove conflicting segments, as necessary, before attempting to
install the segments again.
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NOTE: The system automatically reserves a space capacity of 80 percent for disk usage on
each available hard disk to allow for segment growth. While trying to install a segment, you
may receive the following message:

The currently sel ected target disk does not have enough free space to
contain the segnent being installed. Please sel ect another target disk.

Click on the ok button. Another window appears with the following message:
Pl ease select a new target disk

If you want to change your target disk, select a different disk and click on the oK button. If you
want to override the disk space limit, click on the cancel button. The following message

appears:

Do you really want to cancel this installation process?
Click on the oK button. The following message appears.

Pl ease see Installation Log. Unable to Install segnent Renpte Segnent

Installer.
Click on the ok button. Click on the Di sk overri de button E‘ or select theDi sk Overri de
option fromtheFi I e pull-down menu to override this space restriction. The Di sk Space
overri de window appears (Figure 23), which allows you to modify the reserved disk space for
aparticular installation. If you wish to override the space limits, select one of the valid space
limits using the arrow toggle and click on the ok button. For example, Figure 23 shows the
override disk space limit as 80 percent.

Disk Space Dvenide
Overnide Disk Space Limils: Ok
a0 b Cancel

Figure 23. Disk Space Override Window
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52
STEP 10: Display theinstallation log. Click onthel nstal I ati on | og button —I or

select thel nstal | ati on Log option fromthe Avai | abl e Segment s pull-down
menu to display the I nst al | ati on Logwindow (Figure 24), which shows alog
of the installation process. Y ou may need to scroll to see all the information. After
reading the contents of thel nst al | ati on Logwindow, click onthe cl ose button
to return to the CCEl nst al | er window (Figure 15).

Installation Log %] |

Installing Segment Sample Datz-Local Segment
|

[E]
IE]

ALL required seqments for Co/AR/COE/datafocalh T OCAS ampleD stal ocal$DATART. 0.0 08PC wesenl fourd on di

[E]

Unabls to install zegment "Sample Data-Local Segment’ due to conficts o missng equred segmeniz.

Installing Segment Sample 5oftware Segment

ALL required segments for Co/hTOE fdata floca' T OCAS ampleS'WHSOF TWARE B 0.0L08PC weren' found on di

E)

Unabile 1o inztall segment "Sample Software Segrent’ dus bo confict: or miszing requisd segments.

| o

;Imel

Figure 24. Installation Log Window

STEP 11: Exit the coEl nst al | er window. Select the Exi t option from the Fi | e pull-down

menu to end the installation of segments and exit the CCEl nst al | er window. A
CCEl nst al | er dialog box appears with the following prompt:

Are you sure you wish to exit the DIl COE Installer?

Click on the Yes button to exit the CCEl nst al | er window, or click on the No
button to return to the CCEIl nst al | er window.
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5.3.2  Uningtalling Segments

Follow the steps below to uninstall segments and remove them fromthe | nst al | ed segnents
window of the COEl nst al | er window.

STEP1: Select one or more segmentsthat you want to uninstall. Click on the boxesto
the left of the segments you want to uninstall in the Narre field of the I nst al | ed

segment s panel.
s

STEP2: Uningtall the segments. Click onthered Uni nstal | Segnent button == or
select the Uni nst al | option fromthel nstal | ed Segment s pull-down menu to
begin uninstalling the segments. The following message appears for each segment
you want to uninstall:

Are you sure you wish to Deinstall segnent <segment name>?

Click onthe Yes button in response to each message. The segments no longer
appear inthel nstal | ed segment s window of the COEI nst al | er window.

STEP 3: Exit the coEl nst al | er window. Select the Exi t option from the Fi | e pull-down
menu to end the uninstalling of segments and exit the COEI nst al | er window. A
CCEl nst al | er dialog box appears with the following prompt:

Are you sure you wish to exit the DIl COE Installer?

Click on the Yes button to exit the COEI nst al | er window, or click on the No
button to return to the CCOEIl nst al | er window.
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54 Network Capabilities

Windows NT network capabilities are provided through a variety of tools. Network capabilities
include changing the computer name, changing the date and time, and editing hosts. These
capabilities are described in the following subsections.

54.1 Changing the Computer Name

To change the computer name, click onthe St ar t button on the taskbar, point to Set t i ngs, and
click oncontrol Panel. TheControl Panel window appears. Double-click on the Net wor k
icon to open the Net wor k window. Thel denti fi cat i on tab, which shows the current computer
name settings, should be selected by default. Click on the change button to open the

| denti fication Changeswindow (Figure 25). Type anew name in the Conput er Nane field
and click on the ok button to accept the changes.

Identification Changes

YWindows uzes the following information bo identify pour computer on
the network. “r'ou may change the name for thiz computer, the
workgroup or domain that it will appear in, and create a computer
account in the domain if zpecified.

Computer M ame: MT 2

— kember aof

% W orkaraum IFIESTEIN-D EY

£ amair: I

= | Ereate aEomputendeeaunt inthe Demait

ke eEtict il ereate atn aceount o the domair for s
compEpulien Tow musth spesity & ween aseaunt witk e atlit ta
add warkatatione o the zpecified damaih ahove;

U zen W ame: I

Eazswornd I

1] Cancel

Figure 25. Identification Changes Window
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5.4.2 Changingthe Dateand Time

The Dat e/ Ti me option alows the user to edit the system date, time, and time zone. To change the
system date and time, click on the St art button on the taskbar, point to set ti ngs, and click on
Control Panel. TheControl Panel window appears. Click on the Dat e/ Ti me icon to open the
Dat e/ Ti me Propertieswindow (Figure 26). TheDat e & Ti me tab should be selected by
default. Edit the date and time fields as required. To edit the time zone, click onthe Ti me zone
tab. Select the appropriate time zone. Click on the oK button to accept any date, time, and time
zone changes.

Date/Time Properties EE

Date & Time | Time Zone |

—Date — Time

1.2 3 4 . .
5 6 7 8 9 10 11 B 2
12 13 14 15 16 17 18
19 20 21 B 23 24 25

25 27 28 29 30 3
EBEE=

Current time zone: Eastern Standard Time

(] I Cancel | ]

Figure 26. Date/Time Properties Window

5.4.3 Editing Hosts

Local hosts may be modified using any ASCI|I text editor. To invoke the Windows NT notepad
editor, click on the st art button on the taskbar, point to Pr ogr ans, point to Accessori es, and
then click on Not epad. TheuUntitled - Not epadwindow appears. Select the Open option from
the Fi I e menu and type %Sy st enmRoot % SYSTEMB2\ DRI VERS\ ETC\ HOSTSIiNn theFi | e nane field.
Click on the open button to openthe Host s - Not epad window. Edit hosts as required.
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5.5 Account Management Capabilities

The User Manager option provides Windows NT account management capabilities. To select this
option, click on the st art button on the taskbar, point to Pr ogr ans, point to Adni ni strati ve
Tool s, and then click onthe User Manager icon. The User Manager window appears. This
option allows you to add users, provide new names for users, change user passwords, and grant
system rights.

5.5.1 User Management Capabilities

Windows NT user management capabilities include creating a new user, renaming a user, deleting
auser, and changing user properties. These capabilities are described in the subsections that
follow.
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5511 Creating a New User

To create anew user, select the New User option from the User pull-down menu. The New
User window appears (Figure 27). Enter the appropriate information in the User name, Ful |

Narme, Descri pti on, Passwor d, and Confirm Passwor d fields. Selecting the Gr oups button
allows the new user to be assigned as a member of a current group. Selecting the Pr of i | e button
allows the user to define alogin script name and a home directory. Selecting the bi al i n button
allows the user to define settings for dial-in capabilities. Refer to the Microsoft Windows NT
Workstation System Guide for more information on groups and profiles. Click on the ok button to
accept any changes.

Uszernarme: Iil:lne 0k
Full M arne: I-JI:II"II"I Coe Cancel
Description: I.Jn:uhr‘l Coe - Spstem Administrator Help
Pazsword; I“’“"“‘

El:lnflrm XXXXXX

Fazawaord: I

¥ User Must Change Password at Mext Logon
[T User Cannot Change Password

[~ Password Mever Expires

[T Account Dizabled

m | o
Groups Profile Dijalin

Figure 27. New User Window
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55.1.2 Renaming a User

To rename a user, highlight a user from the User Manager window and select the Rename option
fromthe user pull-down menu. The Renanme window appears (Figure 28). Enter the new user
nameinthe change To field. Click on the ok button to accept the change.

Uzermame: (doe )4
Change T iohn Cancel
Help

Figure 28. Rename Window

5513 Deleting a User

To delete a user, highlight auser fromthe User Manager window and then select Del et e from
the User pull-down menu (Figure 29). Click on the oK button to confirm the deletion when
prompted.

i User Manager _ (O] x|
EDE Policier Options  Help

Mews Lser... |Fu|| Name |Descriptinn

Mew Local Group... Built-in account for administering the computer/domain

Co Fa Built-in account for guest access to the computer/domain

Copy...

Dielete Internet Guest Account  Intermnet Server Anonymous Access

Eenamfe. - Test Account Test User Account

Properties. . Enter Test Account

Esit AlteF4

|

Groups Description

3 Administrators tdembers can fully administer the computer/domain
it Backup Operatars tembers can bypass file security o back up files

3 Guests IIsers granted guest access to the computer/domain

¢ Power Users hembers can share directories and printers
u? Feplicator Supports file replication in & domain

& Special Special Group

& Users Ordinary users

Figure 29. Delete User Window
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55.14 Changing User Properties

To change the password, password properties, user name, description, group membership,
location of a user'slogin profile for the currently selected user, and dial-in settings, select the
Properti es option fromthe User pull-down menu. The User Properties window appears
(Figure 30). Selecting the Gr oups button allows the user to be assigned as a member of a current
group. Selecting the Pr of i | e button allows the user to define alogin script name and a home
directory. Selecting the Di al i n button allows the user to define settings for dial-in capabilities.
Refer to the Microsoft Windows NT Workstation System Guide for more information on groups
and profiles. Click on the oK button to accept the changes.

Uszer Properties
Uzemame:  zerl ]
Full M arme: |ﬂest Account Caricel
Description; |Test zer Account Help
EaSSWDrd- HHEHEHEEEEREREE
El:lnflrm HHEHEHEEEEREREE
Fazzwiord:

[ User Must Change Pazsword at Next Logon
[ User Cannot Change Fazswaord

[ Pazzword Mever Expires

[ Account Dizabled

-

G

Groups Profile Dijalin

‘ o

:nig ‘

Figure 30. User Properties Window

5.5.2 Policy Management Capabilities

Windows NT policy management capabilities include changing account policies, granting user
rights to system functions, an auditing system events. These capabilities are described in the
subsections below.
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5521 Setting Policies

To change account policies, such as time for password to expire, minimum password length, and
lockout after several incorrect log on attempts, select the Account option fromthe Pol i ci es
pull-down menu. The Account Pol i cy window appears (Figure 31).

Account Policy
Computer:  WT2 Q.
Pazzword Restrictionz ol
b awimum Paszword Age inirmum Pazsword Age
* Pazzword Mever Expires * Allow Changes Immediately E=p
(" Expires In I Days " Allow Changes Ik I Days
tirimum Pazsword Length FPazzword Uniguenesz
¢ Permit Blank Passward &+ Do Mat Keep Pazsword Histary

(" At Least E Characters lﬁ Eememl:uE|| E Paszwards

* Mo account lockout

(" Account lockout

Lockout after | E bad logon attempts
Reszet count after E minutes

Lockaout Duration

" Forewer [untl admin unlocks)

" Duration | E minutes

[ Users must log on in arder to change password

Figure 31. Account Policy Window
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55.2.2 Granting User Rights

To grant rights to various system functions, select the User Ri ght s option fromthe Pol i ci es
pull-down menu. TheUser Ri ghts Pol i cy window appears (Figure 32). Examples of rights
include accessing the computer from the network, backing up files and directories, setting the
system time and date, forcing system shutdown from a remote system, loading and unloading
device drivers, logging on locally, managing auditing and security log, restoring files and
directories, shutting down the system, and taking ownership of files or other objects.

Uszer Rights Policy Ed

Comnputer:  MT2 nE

Right: I.i‘-.ccess thiz computer fram neteark j Cancel

Grant To:

Adminizstrators

Evemone

Power Users Add...
Bemove

[T Show Advanced User Rights

Figure 32. User Rights Policy Window
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55.23 Auditing System Events

To control the logging of system events, such as logon, logoff, file access, and security policy
changes, select the Audi t option from the Pol i ci es pull-down menu. The Audit Pol i cy
window appears (Figure 33). Click onthe Audit These Event s toggle to edit the system events
listed in the window. These events are written to the system event log.

Audit Policy Ed
Computer;  MT2 oK
Do Mot sudit
Cancel

—{% Audit These Events:

Success  Failure Help
Lagan and Logoff
Filz and Ohject Access
Uze af Uzer Rights
Ilzer and Group Management
Security Paolicy Changes

Bestart, Shutdown, and Systerm

I i i
[ I i e i el

Procezs Tracking

Figure 33. Audit Policy Window
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